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All rise for our 
brief security 
assessment



No – Take a seat

Yes – Keep standing

Do You Feel That You Done The 
Basics to Protect Yourself Online?



Yes – Take a seat

No – Keep standing

Do You Reuse Passwords To Help 
You Remember Them?



No – Take a seat

Yes – Keep standing

Do You Always Use a VPN When 
You’re Out of the Office/Home?





Privacy vs. Security –
It’s The Same Thing, Right?



Definitions

Privacy – The state or condition of being free from being 
observed or disturbed by other people.

Security – The state of being free from danger or threat.



Privacy

•Retargeting…







Privacy

• Retargeting

• Are they always listening...



Does Alexa/Google Home/Facebook 
Listen & Serve Relevant Ads Based on 

Your Conversations?



“Facebook does not use your phone’s microphone to 
inform ads or change what you see in your News Feed.”

Statement from Facebook



But What About Alexa?



Is There Such a Thing as 
Privacy in the Digital Age?



Privacy in the New GDPR 
Landscape



What Can You Do???



Privacy Fix – Ad Permissions

Facebook
• Settings
• Ads (Preferences)
• Ad settings

iOS
• Settings
• Privacy
• Advertising

Android
• Settings

• Google

• Ads



Another (Sort of) Good Privacy Fix



But Are We Looking the Wrong Way?

While We Are Obsessed With Our 
Privacy (Understandably), We’re 
Nonchalant About Our Security



Security Issues

•Man In The Middle…



It’s So Easy, a 7 Year Old Can Do It



Security Issues

•Man In The Middle

•Phishing…





Targeted Phishing



Think Before You Click!



Security Issues

•Man In The Middle
•Phishing
• Evil Twins
•Dictionary Attacks.



Ransomware is Still Out There…

54% of businesses were hit by Ransomware in 2017 (Stat from Sophos).



…But Is the Larger Problem 
Cryptocurrency Mining?

Cryptominers have impacted 55% of organizations globally.



Have You Ever Been Hacked?



Hacking 101



Social Engineering







Online Security… A Very Abbreviated Overview

•PCI - Payment Card Industry…



PCI Fundamentals

• Data security for credit card processing
• Different levels per credit card based on 

volume & how you accept payments
• Never keep credit card info
• Ensure your vendors follow PCI standards 

(most do!)
• Compliance ensures payment processing is 

secure, up to date & controlled.



Online Security…A Very Abbreviated 
Overview

•PCI 

• SSL

- Payment Card Industry

- Secure Sockets Layers…



SSL…The Good and the Not So Good



Why This is Important - Google SSL Update

•Goal to force all websites to go to HTTPS

•Will mark sites as NOT SECURE if they don’t 
have SSL certificate.



Online Security… A Very Abbreviated 
Overview

•PCI 

• SSL

•2FA

- Payment Card Industry

- Secure Sockets Layers

- 2 Factor Authentication…



Something You Have…Something You 
Know…Something You Are

• One factor – Password only

• Two step – Password + PIN

• Two factor – Password + Something you have/are.



2FA Options

•Google Authenticator – Mobile solution

•Authy – Mobile & desktop.



5 Layers of Protection
Are You Using Them All?

•Anti-virus
•Anti-malware
•VPN
•Password Manager…



Do You Use a Password Manager?



25 Most Popular Passwords

• 123456
• 123456789
• qwerty
• 12345678
• 111111
• 1234567890
• 1234567
• password

• 123123
• 987654321
• quertyuiop
• mynoob
• 123321
• 666666
• 18atcskd2w
• 7777777

• 1q2w3e4r
• 654321
• 3rjs1la7qe
• google
• 1q2w3e4r5t
• 123qwe
• zxcvbnm
• 1q2w3e



I (Probably) Know Your 
Home Router Password



Forgot Your WiFi Password?  
No Worries, I’ll Get It For You



5 Layers of Protection
Are You Using Them All?

•Anti-virus
•Anti-malware
•VPN
•Password Manager
•2FA.

Is your team/staff educated about these?  Remember social engineering!



One More Layer…

Annoying…perhaps.  But those Zero Day attacks can be brutal.



And What About Your Phone?

•Got protection?

• Is your hotspot secure?

•Malware malware everywhere 
(especially on Android)

•But are you iSafe?



Malware Insurance?

•Cloud based premium

• Freemium tools

•Niche backup

• External drive.



Was This Your Approach to Security?



Your Security Scorecard
Security Question Points

Do you have an anti-virus product installed & always running? 10

Do you have an anti-malware solution installed & always running? 10

Do you always use a personal VPN when on public Wi-Fi? 15

Do you always have your auto-updates on? 15

Do you only use Apple products? 0

Do you use a password manager? 10

Do you only download apps from official app stores? 10

Do you only click on an email link if you’re 100% certain it’s authentic 10

Do you have the most updated version of your browser 5

Do you use two step authentication whenever possible? 10

Does nobody else ever use your device? 5



We’re Not Done Yet… 
Bonus Points (sort of)

Security Question Points

Do you have lots of common sense? 0
Do you use Internet Explorer -10
Do any kids under 21 use your computer? -25
Do your parents use your computer -25
Do both your kids & parents use your computer?** -100

**Note – You should get a computer just for yourself



Your Takeaways

§ Online security abbreviations
§ VPN
§ Password Manager
§ Anti virus, malware (& ransomware)
§ Always have system updates turned on
§ Common sense helps…sometimes.



Stay Safe!

James Spellos
094-XX-XXXX

You didn’t think I’d give you my 
Social Security Number, did you?

////////////////


